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Smart-home devices, such as smart speakers and cameras, provide convenient home automation and media control, but
the sensors that continuously collect data in users’ homes create privacy concerns. To attempt to increase trust, device
manufacturers and researchers have developed privacy features, such as indicator lights, hardware controls, and microphone
jammers. To inform the design of more trustworthy products, we conducted a 489-participant online survey to understand
how device type, brand, and privacy features impact trust. Our survey also examined whether providing more information
about privacy features’ limitations changed participants’ perceptions. Contrary to our expectations, device brand did not
significantly impact trust. Hardware mute controls were most effective at increasing trust. Participants expressed high intent
to use familiar software-backed features, while expressing reservations about novel features proposed by researchers (e.g.,
jamming devices). Participants’ reactions after seeing information about privacy features’ limitations varied by feature,
suggesting that the features’ strengths and weaknesses are not equally well-understood. Based on our findings, we make
several recommendations, including that device manufacturers and researchers explore making software-backed features
more secure, as our results suggest that users may use those features even if they do not consider them reliable or trustworthy.
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1 Introduction

Always-on smart-home devices with cameras and microphones have the potential to support new computational
use cases such as improved comfort, convenience, and reduced energy consumption. Smart speakers and cameras
have been widely adopted and enable new interactions with technology, yet persistent privacy concerns remain,
including unwanted recording and unintentional data sharing [21, 36, 70]. Many people are not comfortable
purchasing or using these products [10, 30, 41].

To address these concerns, device manufacturers have built privacy features into their products, such as hard-
ware mute switches that disable the microphones and cameras [8, 33]. Simultaneously, the research community
has proposed privacy features that could be built into products, such as loudness and gaze thresholds before
triggering a voice assistant [49], and developed add-on accessories to provide additional protection, such as
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ultrasound jammers [19, 51, 55, 64] and tangible controls [22, 23]. In limited experimental evaluations, these
systems increased user comfort and trust [22, 49].

However, it remains unclear how the various proposed and existing privacy features compare with each other
in terms of users’ likelihood to use them in practice, the perceived reliability of the features, and how they
impact trust in the smart-home product. Furthermore, users’ reactions may vary based on limited understanding
of the limitations and tradeoffs of the features, and prior work has not presented these details in a consistent
manner. Some of the most privacy-protective solutions, including hardware mute switches, disable hands-free
activation [8], which arguably breaks one of the core use cases for voice assistants. Prior work has found that
product reviewers consider Apple’s smart-home products to be more private and secure [34], while Amazon has
had a number of privacy-related controversies [21]. However, prior work has not explored in detail whether
intrinsic factors such as the device type or brand affect the perception of these privacy features.

We conducted a 489-participant online survey to more accurately assess the likely benefit of current and
proposed privacy features for smart-home sensor products and inform future privacy features. Our study design
is based around two research questions:

e RQ1: How do device type, brand, and information about privacy features contribute to users’ intent to use
the privacy features, the perceived reliability of the features, and trust in the smart-home sensor product?

e RQ2: How does information about the limitations of a privacy feature change users’ perceptions of the
feature and the smart-home product?

We found that participants expressed general distrust of all smart-home devices and their manufacturers. In
many cases, the concerns users raised were not even smart-home specific, indicating a general attitude of privacy
resignation. However, echoing prior work, participants who owned a similar type of smart-home product (e.g.,
a smart speaker) expressed higher trust in the products described in the survey [20]. In terms of the privacy
features themselves, participants perceived hardware-backed controls to be the most reliable, and a hardware
mute control increased trust in the smart-home product more than any other privacy features we evaluated.
However, perceived reliability and trust were somewhat independent of participants’ intent to use the features.
Participants expressed similar intent to use mute controls (both hardware- and software-backed), indicator lights,
and activity logs, despite the fact that they considered hardware mute controls significantly more reliable and
that such controls engendered more trust in the smart-home product. Our results suggest that reliability of
privacy features matters, but only to an extent—participants were relatively unconcerned about software bugs or
vulnerabilities, but expressed more concern about features they considered difficult to test and verify.

After seeing information about the privacy features’ limitations, participants indicated that they would be less
likely to use most features, would consider them less reliable, and would trust the device less. This effect was
strongest for the activity history screen and indicator light. These trends suggest that some reliability concerns,
such as potential for software bugs, were not obvious to participants. However, more participants indicated they
would use software-backed features than found them reliable, suggesting that users may use a software-backed
privacy feature despite knowing it may not work as expected.

Our results highlight the need for privacy features to be easy to test and verify by both consumers and third-
parties. Participants expressed they would use features that worked for the use cases they cared about and they
were able to confirm were working as expected with minimal testing. However, also participants indicated they
would use some features that are not guaranteed to be fully reliable (e.g., the software mute control), suggesting
that it may be feasible for unscrupulous device vendors to trick people into relying on privacy features that
should not be trusted.

2 Related Work

We discuss work on trust in IoT devices, smart-home sensor products, and sensor transparency and control.
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2.1 Trust in loT Devices

Many people express distrust in smart-home devices and their manufacturers, often based on prior experiences
and perceptions about how their data is used outside of the IoT [66]. Privacy perceptions are often contextual
depending on the scenario [27] and practices of the manufacturer [28]. Users who own a smart-home product
often express higher trust in other smart-home products [20, 73], but general privacy attitudes do not differ
between owners of different smart speaker brands [2]. Security, product performance, and brand can lead to trust
in consumer products [15, 31, 32, 35, 43, 47, 50]. In our study, we build on this body of work by evaluating trust
with respect to a variety of privacy features in smart-home sensor products.

2.2  Smart-Home Sensor Products

In this work, we focus on smart-home sensor products, where high-fidelity sensing is core to the product’s
functionality, such as smart speakers, displays, and cameras. Smart speakers, including the Amazon Echo and
Apple HomePod, have been broadly adopted, yet they have caused substantial discussion about their privacy
impacts. Discussion in the media has brought attention to these devices’ always-listening behavior, potential for
false triggers, and data-annotation practices [21, 36, 70]. In response to such concerns, companies have added
additional transparency and control [11, 33]. Researchers have found that people express a variety of concerns,
including about how the device is “always listening” [10], data-retention policies [45], and sharing of data with
third-party apps or “skills” [1]. Existing privacy controls do not meet user needs [41].

Future voice interfaces may be always-listening [65], proactive [16], or invisible [42]. While in this paper we
focus on existing products, other work has explored privacy features for always-listening assistants [46]. Other
smart-home products including including cameras [73] and toys [48] present similar privacy risks.

Radio-frequency sensing technologies, such as millimeter wave, can reduce privacy exposure, as the sensors
may reveal less data than a camera or microphone [56]. However, RF sensors can make inferences about activity,
health conditions, and other sensitive data [52]. In many cases, the inferences made by these sensors impact
privacy perceptions more than the (often-unintelligible) raw data [63]. Lower-fidelity sensors such as temperature
and motion sensors may also reveal activity in the home [20], though prior work has found that users consider
those sensors less sensitive [27]. In this work, we focus on cameras and microphones on existing smart-home
products as people are likely have an intuitive understanding of what data cameras and microphones can capture,
consider audio-visual data to be sensitive, and be familiar with smart speakers and similar products.

2.3 Sensor Transparency and Control

In this section, we discuss some of the privacy features that have been developed by both device manufacturers
and researchers. In our study, we evaluate a selection of these features.

2.3.1 Transparency Mechanisms.

Indicator light: Commercially-available smart speakers generally include an indicator light that shows when the
device is actively listening. Some devices, such as the Amazon Echo, have a light to indicate that the microphones
are disabled [8]. Researchers evaluating laptop indicator lights have found many users do not notice them [58],
and as such have explored making the indication more detailed through dynamically-displayed icons [24].

Activity log: Many devices offer an activity log, where the user can review a history of interactions, listen to
audio recordings, and read transcripts of requests [8, 33]. This is advertised as a privacy feature that can build
trust that the device is not recording unexpectedly [10]. However, the presence of an activity log introduces
privacy tradeoffs: current implementations require server-side data storage, and the logs allow users to view
others’ activity, which has been used for surveillance [41].

Other interfaces: “Test drives,” proposed by Malkin et al., allow users to audit apps running on voice assistants
that are actively listening to all conversations (as opposed to listening for a trigger word) [44, 46].
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Hidden device discovery: Researchers have additionally explored novel mechanisms for discovering hidden
cameras and microphones through mechanisms such as Wi-Fi and RF signatures [62, 74].

2.3.2  Physical Controls.

Mute button: User studies have found that a microphone mute button that disables the microphones provides a
sense of control [10], but some do not trust it to work as described [41]. In one study, only 5% of smart speaker
owners reported using the mute button [45].

Tangible controls: Ahmad et al. introduced the notion of “tangible privacy” to provide stronger perceived
privacy for bystanders, and contributed design recommendations based on an interview study [6]. In a separate
work, Ahmad et al. evaluated the effectiveness of tangible controls by showing survey participants a smart display
with various types of controls and feedback mechanisms, finding that physical controls increase perceptions of
trust, reliability, usability, and control, but the feedback mechanism did not have a significant impact [5].

2.3.3 Add-On Protections.

Wireless microphone accessory: Do et al. developed a wireless microphone accessory, powered by RF backscatter,
that provides a perceptible assurance power is disconnected when the clamshell-style accessory is closed [22].

Smart webcam cover: Additionally, in a separate work, Do et al. developed a smart webcam cover that automati-
cally covers the camera when it is inactive, but can only uncover the camera with user interaction [23].

Disconnecting power: Chandrasekaran et al. evaluated a remote-controlled smart plug as a mechanism to provide
users with an alternative control to a smart speaker’s own mute button [17]. Users have also been observed to
adopt this privacy-protective behavior. Jin et al. surveyed users’ smart-home privacy-protective behaviors; one
participant used smart plugs to turn their cameras on and off [38].

2.3.4 Jamming Devices. The research community has proposed other types of privacy features that block or
jam microphones. Microphones can be jammed through ultrasound that is inaudible to humans, but due to the
non-linearities of microphone hardware, creates signals in the audible range that block out actual sounds [60].

Jammer wristband: Ultrasound jamming can have varying effectiveness based on the exact positioning of the
jammer and the microphone being blocked. To address this limitation, Chen et al. prototyped a wristband that,
by broadcasting in many directions, can block multiple microphones more reliably [19, 37].

Jammer accessory: Several projects propose placing the jamming device on top of or next to the voice assistant.
Chandrasekaran et al. used a remote accessory to control the jammer [17], while others included a microphone
in the accessory, unjamming the smart speaker when a wake word [40, 55, 64] or clap [51, 54] is detected.

2.3.5 System Hardening. The risk of unintentional recording, or false triggers could be reduced by adding
additional requirements or checks before triggering a voice assistant.

Interpersonal communication cues: Mhaidli et al. built a voice assistant that would only be activated when the
user is looking at the device or speaking with a louder volume than normal conversation, and found that these
controls were easier to use than existing hardware mute controls [49].

System security: De Vaere et al. used trusted execution environments to provide a hardened pipeline for wake
word detection that would allow auditing when the device was activated [69].

Audio filtering: Other work has explored ways that audio can be processed to anonymize recordings [7, 61, 72].

In contrast to prior work that generally evaluates one or two privacy features, we evaluate a larger set of
privacy features shipping in current projects and proposed by researchers. Additionally, while prior work has
assessed user reactions to broad set of privacy and security factors [28], we are not aware of any work that has
specifically looked at whether brand and device type impact perceptions of privacy features; hence, we evaluated
those factors in our study. We also extend prior work by exploring how people evaluate the tradeoffs between
stronger security guarantees and usability with respect to privacy feature with respect to privacy features.
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Table 1. We measured participants’ reactions using both Likert scales (this table) and free-response questions (Appendix A).
Device, brand, and privacy feature varied.

(a) Baseline privacy concerns and trust in the device presented. (b) Reactions to privacy features. The text in [ ] var-
ied based on whether we had described the feature’s
Concern- Which of these choices best describes how you feel about limitations.

DeviceType how smart speaker products in general collect, store

and use information? WouldUse- [Knowing these limitations,] I would use

Concern- Which of these choices best describes how you feel about Feature the indicator light with a Apple smart
Brand how Apple products collect, store and use information? speaker.

Trust- I would trust this Apple smart speaker to only collect Reliable- [Knowing these limitations,] I trust that the
Collect data (e.g. audio recordings) when appropriate. Feature indicator light would work reliably.
Trust- I would trust this Apple smart speaker to use and share Trust- Given [I could use the indicator light with
Use data it collects appropriately. Device this product | the limitations of using the
Trust- I would trust this Apple smart speaker to protect my indicator light], I would trust that this Ap-
Device privacy. ple smart speaker protects my privacy.

3 Methodology

We recruited participants for our survey through Prolific. Participants were required to be in the United States.
We limited recruitment to participants who owned at least one smart-home product (e.g., smart TV, smart speaker,
or smart lighting) so that they would be familiar with the concepts in our survey. Our survey took a median of 15
minutes. Participants were paid $3 for completing the survey. The study was approved by our institution’s IRB.
The full survey instrument is included in Appendix A.

After reviewing the consent form and agreeing to participate in our survey, participants were shown information
about a randomly-assigned device (described in Section 3.1.1) and asked about the device’s privacy practices
(Table 1a). Participants were then shown information about a randomly-selected privacy feature and answered
questions about the feature (described in Section 3.1.2). To capture perceptions of the feature when provided
with a basic description of its functionality, we asked participants about their willingness to use the feature, their
perceived reliability of the feature, and their trust in the device’s privacy practices, considering they can use the
feature (Table 1b). We then provided participants with more detail about the potential limitations of the feature
(described in Section 3.1.3), and asked the same questions again to measure the extent to which their reactions
changed based on the new information. We also asked participants open-ended questions to learn about why
their opinions did or did not change. The section about privacy features and their limitations was shown three
times to each participant, with a different feature shown each time.

3.1 Experimental Conditions

Our study had three experimental variables: the device presented to participants, privacy features, and information
about limitations. In this section, we discuss our choice of experimental conditions, the descriptions we presented
to participants, and the between- or within-subjects design for each variable.

3.1.1 Devices. Participants were assigned to one of six device conditions: Amazon, Apple, Google, or Sustios
smart speaker; Sustios smart display; or Sustios smart indoor camera. We were interested in understanding
whether reactions to privacy features varied by the type of device, so we selected widely-available products
that include microphones and cameras, and excluded products with infrared, temperature, and RF sensors for
which users may not fully understand inferences that can be made from the collected data [63]. Our hypothesis
was that brand reputation would impact perceptions of the privacy features (e.g., if participants trusted a brand,
they might not see a need for additional privacy features) and so we varied the device brand, including three
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Table 2. We selected privacy features that include widely-available features and those proposed by researchers.

Privacy feature Category Source

Software mute control Software-backed features Existing products [8, 12, 33]
Indicator light Software-backed features  Existing products [8, 33]

Activity history screen Software-backed features  Existing products [8, 33]

Hardware mute control Hardware-backed features  Existing products [8, 33]

Wireless microphone Hardware-backed features ~ Research prototypes [22]

Loudness detection feature Audio heuristics/jamming  Research prototypes [49]

Jammer accessory Audio heuristics/jamming  Research prototypes [17, 40, 51, 55, 64]
Jammer wristband Audio heuristics/jamming  Research prototypes [19]

well-known brands (Amazon, Apple, and Google) and one fictional one (Sustios). We used a between-subjects
design for device type and brand so participants could consider a single product for the duration of the survey.

At the beginning of the survey, participants were shown a description of the device that was selected for them
and its features. We reviewed marketing materials for commercially-available products and selected features
advertised by multiple companies. As we were looking to measure participants’ perceptions of different device
types and brand reputations, not specific features of a single brand’s products, we wrote the descriptions to be
similar across all three device types and identical between brands. For example, we included sound detection and
smart-home integration as features on all products. Appendix B includes the full descriptions.

3.1.2  Privacy Features. We selected privacy features that encompass a variety of transparency and control
mechanisms included with existing smart-home products and proposed by researchers based on a review of the
recent literature and product marketing materials (Table 2). We reviewed the marketing materials for Amazon [8],
Apple [12], and Google [33] smart speakers and displays and included the features that provide sensor transparency
and control (as opposed to, e.g., controls for audio grading or analytics): hardware mute control, software mute
control, indicator light, and activity history screen.

Our review of the academic literature started with work on a jammer wristband that received media attention [19,
37], and a 2023 publication on tangible microphone controls [22]. We then recursively reviewed the publications
that cite and are cited by those papers, and from that review included a jammer accessory [17, 40, 51, 55, 64]
and loudness detection feature [49] in our study (the concepts from multiple jammer accessories proposed were
combined into a single feature). We additionally reviewed the proceedings of IMWUT, IEEE Symposium on
Security & Privacy, USENIX Security Symposium, ACM CCS, and Privacy Enhancing Technologies Symposium
from 2020 through 2024 to ensure we comprehensively included privacy features proposed by researchers. The
features we studied have a variety of characteristics: some provide only transparency and others add control, and
some have hardware-backed guarantees while others use software implementations.

For all the features, we reviewed existing literature and wrote descriptions in a standard format that described
their functionality and how they were used, taking care to not imply any judgment about the features’ reliability
or usability. Features were described either as existing commercially or developed by researchers; in all cases we
asked participants to suppose the privacy feature was available with the device they were reviewing. We used a
within-subjects design where participants were shown three privacy features in sequence to reduce the percent
of time participants spent on study setup and collect a larger number of responses with our research budget.

3.1.3 Information About Privacy Features’ Limitations. To describe the features’ limitations, we likewise reviewed
the literature and noted limitations mentioned in prior work (e.g., ease of use, performance, security). We
determined that the limitations fit into two overarching categories: functionality (how the feature works when
operating as designed, including usability issues), and reliability (when the feature might not work as designed,
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Table 3. Participants were first shown a description of the privacy feature, and later shown more detail about its limitations.
The description for hardware mute control is shown as an example; descriptions for all features are in Appendix C

Description

Limitations

Some devices have a hardware mute control, such as a switch or
button that lets you control whether the cameras and microphones
are on. This switch, which cannot be accessed or controlled remotely,
makes the sensors completely inoperable.

When you want to disable the cameras and microphones, you have
to walk up to the smart indoor camera and toggle the control, which
will disconnect power to the sensors.

Functionality: If you turn off the cameras and microphones using
the hardware control, then you cannot interact with this Sustios
smart indoor camera. So, if you turned off the sensors because you
were concerned about the smart device recording when you were
on a Zoom meeting, you wouldn’t be able to use the device until
you walked over to it and turned the sensors back on.

Reliability: The hardware mute control does not have a reliability

limitation and should always work.

such as due to security and performance issues). We then wrote descriptions following a standard format. A
sample description is shown in Table 3; Appendix C contains descriptions for all features.

The functionality limitation restated the feature’s interaction mechanism as a limitation. For example, we
mentioned that to use the activity log feature, you would have to open an app periodically and audit the log. The
reliability limitation for software-backed and audio heuristics/jamming features mentioned that software bugs
or vulnerabilities may prevent the feature from working reliably. For hardware-backed features, we mentioned
that the control “does not have a reliability limitation and should always work,” as third-party audits of Google
products have verified the mute control’s hardware implementation revealed no vulnerabilities that would result
in the microphone being turned on [53]. For the indicator light, we mentioned that the indicator light itself will
always work (e.g., if the microphone is off, show a red light), but that software bugs may cause the sensors to be
turned on unexpectedly. Prior work has found vulnerabilities in some indicator light implementations [14], but
newer devices, including Amazon Echo products, use hardware-backed implementations that ensure the light and
sensor state are in sync; while a software bug may turn on the sensors, the light would also change state [9, 25].

We used a within-subjects design for this portion to be able to measure participants’ individual changes in
responses to the privacy features and their limitations by comparing individual Likert-scale and free-response
responses before and after limitations were described.

3.2 Analysis Methods and Metrics

We used quantitative and qualitative methods to analyze our survey results. In this section, we first describe our
analysis methodology, and then describe the approach we use for each research question.

3.2.1 Analysis Methodology. Mirroring prior work evaluating the factors that influence privacy risk perception
for IoT [28], when modeling the response to a single question on a Likert scale, we used Cumulative Link Mixed
Models (CLMMs), which allow modeling all levels of the ordinal response, as opposed to a logistic regression
model that would require binning the responses [4]. To model changes in trust over the duration of the survey, we
used logistic regressions to model whether there was an increase or decrease in agreement. All multiple-choice
questions used five-point Likert scales and included a “Not sure” option. “Not sure” responses (less than 2% of all
responses) were excluded from further analysis.

Additionally, we coded a sample of the qualitative responses to provide additional context for trends observed
in our quantitative analysis. We sampled at least 25% of responses to each question, with at least 25 responses for
each group we wished to analyze separately (e.g., participants who expressed that the hardware mute control
was unreliable). In all cases, we ensured that we reached saturation of themes and ideas with a subset of our
sample, then continued coding until we reviewed at least 25% of responses. As we used a single coder and only

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 9, No. 2, Article 54. Publication date: June 2025.



54:83 « Weinshel et al.

reviewed a sample of responses, we do not report the exact number of responses that matched a particular code
or sentiment. We use the following terminology to describe the proportion of responses that matched a particular
code: “a few” for 0-20% of responses, “some” for 20-40%, “about half” for 40-60%, and “many” for 60—100%.

We report on statistically significant results where p < 0.05, and include the odds ratios. For the CLMMs, the
odds ratio represents the odds of a response having higher agreement for that factor compared to the baseline. For
the logistic regressions, the odds ratio corresponds to the odds of the participant’s trust increasing or decreasing
(depending on the model) when additional information is provided. All models included independent variables
for the device type and brand of the product and a boolean for whether the participant owned one of the products
discussed in the survey. For the questions that were shown multiple times with different privacy features, we
included a random effect to model per-participant variation in responses. When comparing devices, we used a
Sustios smart speaker as a baseline to be able to assess changes in both brand and device, and when comparing
privacy features, we used software mute control as a baseline as we expected it would rank near the middle of
features with most response variables. Full statistical results are included in Appendix D.

3.2.2  Device Factors (RQ1). We created a series of CLMM models for the responses about privacy concerns with
and trust in the device, before privacy features were described. The response variable was the (ordinal) response
for concern or agreement. For the free-response question about trust in the product, we coded 150 responses,
randomly sampling 25 responses for each combination of device type and brand.

3.2.3  Privacy Features (RQ1). We used CLMMs to model the Likert-scale (ordinal) responses about intent to
use and perceived reliability. As we were interested in reactions when participants had full information about
the privacy and usability impacts of each feature, we modeled the responses after participants saw information
about the features’ limitations. To model how privacy features impacted trust, we used a logistic regression. The
response variable (boolean) was whether the participant responded with increased agreement to the statement
that they trusted the device, compared to their response earlier in the survey before the privacy features were
introduced. Our hypothesis was that privacy controls would increase trust, so we binned responses where there
was no change or a decrease in trust to “non-increase.”

We coded a sample of 400 responses about the privacy features’ reliability, sampling 50 responses for each
privacy feature, including 25 responses where participants considered the feature reliable after limitations were
described, and 25 responses where they did not, based on their responses to the corresponding multiple-choice
question. We reviewed the responses about reliability both before and after the limitations were described, and
assigned codes to their combined responses.

3.2.4 Limitations of Privacy Features (RQ2). We likewise used logistic regressions to model the change in
responses. Our response variable was whether the response to WouldUse-Feature, Reliable-Feature, and Trust-
Device indicated decreased agreement than the response to the corresponding question before limitations were
described. In this case, our hypothesis was that agreement would decrease, so responses indicating no change in
agreement were bucketed with those with an increase.

To provide additional context regarding whether users anticipated the tradeoffs, we coded a random sample of
400 responses to the question asking users if they thought the privacy feature had any limitations (before we
described them), with 50 responses for each privacy feature. To better understand how individual participants’
opinions changed based on the information we provided, we coded 400 responses about whether participants
would use the privacy feature by reviewing the answers before and after limitations were described and cate-
gorizing the change in their responses. We again sampled 50 responses per privacy feature, with half of those
responses selected from participants who indicated they would use the privacy feature.
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3.3 Study Limitations

Our study uses a convenience sample of smart-home users from Prolific, which may not be representative of the
general population. However, prior work has shown that responses from crowdworker platforms are generally
representative of the U.S. population age 18-49 [59], that Prolific participants are more diverse and have higher-
quality responses than respondents from competing crowdworker platforms [3, 57], and that Prolific participants’
responses to questions about privacy perceptions and beliefs are generalizable to the larger population [67]. We
recruited participants who own at least one smart-home device as we expected they would be more familiar with
the content of our survey. While our study design allows comparing responses of users who own a sensor-driven
product (e.g., smart camera) with users who only own other products (e.g., smart lighting), our results may not
generalize to users who do not own any such products. We measured intended behaviors and reactions after
participants reviewed a limited amount of information; actual behaviors in real-world situations may differ.

We assessed only a few types of smart-home devices, brands, and sensors, as we wanted to focus on sce-
narios participants would likely be familiar with involving widely-available products that collect high-fidelity
audio/visual data. User perceptions of other sensors, such as Lidar, temperature, and motion, where the infer-
ences may be more sensitive than the raw data, likely are different. We also did not evaluate all possible device
type/brand combinations (e.g., Amazon smart display) or measure the interaction between device type and
brand, as the focus of our study was on user reactions to privacy features and not device-brand combinations.
We also assumed, and indicated to participants, that hardware-backed controls would never fail; if (ostensibly)
hardware-backed features in widely-available products have long-term reliability issues or failures, user trust in
these features would likely be lower than what is reflected in our results.

Similar to prior work [28], we did not measure interactions between different factors in our analysis of privacy
features. However, such interactions may exist—for example, participants’ response to features such as the jammer
wristband may vary based on the device type. Finally, we coded a sample of responses using a single coder and
we use this data to provide additional context for trends revealed by the quantitative analyses; our analysis of
25%-30% of the responses may not be representative of all participants.

4 Results

We first describe participants’ demographics (Section 4.1) and review how device type, brand, and ownership of
similar devices impact privacy concerns and trust (Section 4.2). We then discuss reactions to privacy features after
participants see the descriptions and limitations and how these features impact trust (Section 4.3). Finally, we
examine how information about the limitations of privacy features impacted participants’ perceptions (Section 4.4).

4.1 Participants

We ran our study on Prolific in April and May 2024. 500 participants completed our survey. We had four
comprehension-check questions; 11 participants failed one or more of the checks, so we discarded their responses
and analyzed the remaining 489 responses. Our survey took a median of 14.8 minutes. We asked participants
whether we could share their anonymized responses publicly; we have published the full responses for the 452
participants who agreed (removing their Prolific IDs and any potentially-identifying information) and analysis
code to replicate our statistical results. !

The participants reflected the demographics of crowdworking platforms. We offered the survey to a gender-
balanced sample of users on Prolific; 49% of participants identified as male, 48% as female, and 2% as non-binary.
46% were ages 18-34, and 53% had a bachelor’s degree or higher, and 28% had education or a job in computer science
or a related field. These demographics are consistent with prior studies run on crowdworking platforms [28, 59].

https://osf.io/zycbq/
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Fig. 1. Responses about the devices we presented indicate a high level of distrust. Each bar corresponds to a question, with
segments showing the proportion of participants selecting each response option. Table 1a shows the full question text.
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We recruited participants who indicated on their Prolific profile that they owned a smart-home product
(defined broadly to include devices such as smart TVs). 81% of participants indicated that they owned at least one
smart-home product, with 75% owning at least one of the products discussed in our survey: 65% owned a smart
speaker, 20% a smart display, and 35% a smart indoor camera. 50% owned more than one type of device.

4.2 Device Factors

In this section, we discuss participants’ privacy concerns with and trust in the devices in our survey, including
how device type, brand, and ownership of similar devices impact these reactions. Overall, participants expressed
distrust in how companies handle personal data. Participants were more likely to express trust in devices similar
to those they owned, and expressed slightly higher trust in smart indoor cameras compared to smart speakers.

A majority of respondents were somewhat, moderately, or very concerned about how the products in our
survey collect, store, and use information. About half (48%) of participants indicated that they did not trust the
product they reviewed to protect their privacy. Figure 1 shows the responses to these questions. This distrust
exists across all the companies we asked about in our survey. Depending on the brand, 19% to 37% of participants
indicated they trusted the device, with our fictional “Sustios” brand in the middle of this range; however, none of
the differences were statistically significant. The overall sentiment was negative: across all brands that we asked
about, more respondents indicated distrust than indicated trust. Free-text responses that mentioned a brand
name more frequently indicated that the company’s reputation decreased trust rather than increased it. Some
participants expressed general distrust in all companies or IoT devices, such as P238, who cited “the history of
other companies’ actions.”

Participants who owned any smart speaker, smart display, or smart indoor camera were more likely to have
lower levels of privacy concerns and higher levels of trust. In our CLMM models for responses about privacy
concerns, device owners were about three times as likely to indicate a lower level of privacy concern in the device
(OR =0.26, p < 0.001) and in the brand (OR = 0.33, p < 0.001) than non-owners. Similarly, device owners were
also about three times as likely to indicate increased trust in how the device collects data (OR = 3.21, p < 0.001),
how it uses and shares information (OR = 3.09,p < 0.001), and the device generally (OR = 3.58,p < 0.001).
The odds ratio (OR) represents the odds of the response indicating more trust, with values > 1 indicating that
the factor increases trust compared to the baseline. Additionally, participants assessing a smart indoor camera
indicated slightly higher trust that the device would only collect data when appropriate (OR = 1.83, p = 0.030)
and protect their privacy (OR = 1.87, p = 0.026).

Finding 1: Many participants expressed distrust of all products, regardless of device type and brand. However,
participants were more likely to indicate trust in a product if they owned a similar one.

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 9, No. 2, Article 54. Publication date: June 2025.



Evaluating Mechanisms for Transparency and Control for Smart-Home Sensors  « 54:11

Fig. 2. Reactions to privacy features varied by type of feature. The bars show responses for each privacy feature/question
pair, with segments showing the proportion of responses with each level of agreement. Table 1b shows the full question text.
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4.3 Privacy Features

In this section, we review participants’ reaction to privacy features. Participants expressed higher intent to
use most software- and hardware-backed features, but expressed more mixed reactions to features using audio
heuristics and jamming (Figure 2). Hardware-backed features were considered the most reliable and increased trust.
Unless otherwise noted, we discuss responses after information about the features’ limitations was presented.

4.3.1  Factors Impacting Responses to All Privacy Features. Participants had a variety of reactions to the privacy
features we described, with no feature eliciting uniformly positive or negative responses. Among the 1,464 total
responses for all privacy features (each participant saw three features), participants said that they would would
use a privacy feature 53% of the time and considered the feature reliable 51% of the time. A few participants
expressed a desire to be able to verify a feature’s behavior, such as through “see[ing] the feature activated and
work as intended” (P495), or “other sources like trusted reviews” (P243). Continuing the sentiment expressed
earlier in the survey, participants were divided on whether they trusted IoT devices and their manufacturers:
among the text responses that discussed these factors, about half indicated some type of distrust. However, in
general, the presence of a privacy feature increased trust.

Participants who owned a smart speaker, smart display, or smart indoor camera expressed that privacy features
were more reliable than non-owners did, with owners being about twice as likely to indicate a higher level of
agreement than non-owners (OR = 2.01, p < 0.001). Participants who reviewed a smart indoor camera considered
the privacy features to be less reliable than the baseline smart speaker (OR = 0.57, p = 0.031, or 1.75 times as
likely to be in a lower level of agreement), and were less likely to indicate that the privacy features increased
trust (OR = 0.21, p = 0.034, or 4.8 times as likely to indicate a lower level of trust). In contrast, device brand did
not have a statistically significant impact on any of the responses.

4.3.2  Software-Backed Features. Participants ranked software-backed features (software mute control, indicator
light, and activity history screen) relatively highly, particularly with respect to their intent to use the features, but
did not consider them as reliable as hardware-backed controls. 70% of respondents agreed or strongly agreed with
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the statement that they would use the software mute control, the highest among all privacy controls. Similarly,
66% and 65% of participants indicated they would use the activity history screen and indicator light, respectively.
Participants considered the software-backed features to be moderately reliable and trustworthy, with about half
of participants agreeing or strongly agreeing with the statement that the feature is reliable for the software mute
control (53%), activity history screen (51%), and indicator light (47%).

We did not find a statistically significant difference between responses for the indicator light or activity history
screen and the baseline software mute control. Even though the these three features have very different interaction
mechanisms, participants’ responses to the three controls were similar, suggesting high intent to use, moderate
perceived reliability, and moderate impact on trust in the product. In subsequent sections, we compare other
classes of privacy features to the software mute control, which we use as the baseline.

4.3.3 Hardware-Backed Features. Participants considered privacy features backed by a hardware interlock
(hardware mute control and wireless microphone accessory) to be the most reliable and trustworthy, though
a minority of participants expressed concerns. More than two thirds of participants considered these features
reliable. Compared to the baseline of a software mute control, participants considered the hardware mute control
(OR =5.36, p < 0.001) and wireless microphone (OR = 2.36, p < 0.001) more reliable. Participants also indicated
that they would trust devices with these controls more. Participants were 7.82 times more likely to indicate
increased trust (compared to their response before we described privacy features) in a device with a hardware
mute control (OR =7.82, p < 0.001), and had a higher probability of indicating increased trust with the wireless
microphone (OR = 2.68, p = 0.013), compared to the software mute control.

However, for this class of privacy features, responses about intent to use hardware-backed controls were
similar to comparable software-backed features. We found no statistically significant difference between the
reported intent to use a hardware and software mute controls; 68% and 70% of responses indicated they would use
the hardware and software controls, respectively. Participants described multiple usage patterns for the hardware
mute control: a few participants expressed that they would always or nearly always keep the microphone muted,
while others would use the mute control when they wanted to ensure a specific conversation or activity was not
recorded. Similarly, 43% of participants expressed intent to use the wireless microphone accessory, an identical
proportion to the jammer accessory, which has a similar interaction mechanism.

Moreover, echoing prior work [41], a few participants did not trust that the hardware mute control works as
advertised, such as P331, who said “Just because they say it will work, that doesn’t mean it will actually work.”
Among the text responses we sampled from participants who did not agree the feature was reliable, about half
expressed that they didn’t trust the control and a few would not trust it unless they could verify its behavior.
These findings suggest that while hardware-backed features are generally considered reliable and their presence
increases trust in smart-home sensor products, some people do not trust that the controls work as advertised.

4.3.4  Audio Heuristics and Jamming. Participants had more mixed reactions to privacy features that used audio
heuristics or jamming (loudness detection feature, jammer accessory, and jammer wristband). 40% of participants
considered the jammer devices reliable when we initially presented the features, citing reasons including that
they are “simple” (P109, jammer wristband) and “sciencey” (P357, jammer wristband). However, others expressed
concerns, including unreliability due to manufacturing variations (P338).

On balance, however, participants responded less positively to this class of privacy feature. For the jammer
accessory and jammer wristband, they reported lower intent to use (OR = 0.29, p < 0.001 and OR = 0.21,
p < 0.001, respectively), with only 43% responses indicating intent to use the jammer accessory and 36% for
the jammer wristband, compared to 70% for the software mute control. Likewise, respondents considered the
jamming devices less reliable (OR = 0.60, p = 0.016 and OR = 0.56, p = 0.007, respectively), with 41% and 40%
agreeing or strongly agreeing the accessory and wristband, respectively were reliable, compared to 53% for the
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Fig. 3. The plot shows the degree to which participants’ responses changed, with pink indicating a decrease in agreement
and green an increase. Participants generally indicated less intent to use privacy features and considered them less reliable
after seeing information about the their limitations, with more responses changing for the software-backed controls.
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software mute control. As we will discuss in the next section, some of this more-critical reaction to the jammer
devices is likely due to information we provided about their limitations.

Participants expressed similar reservations with the loudness detection feature, reporting lower intent to use
and reliability compared to the baseline (OR = 0.22, p < 0.001 and OR = 0.30, p < 0.001, respectively), with only
37% indicating they would use it and 30% considering it reliable. They also indicated lower trust: participants were
73% less likely to express that they trusted the product more with a loudness detection feature than a software
mute control (OR = 0.27, p = 0.003). In the text responses, some were concerned about the feature’s accuracy,
citing potential false positives, e.g., due to “an intense situation at your house (arguments)” (P460).

Finding 2: Participants generally express intent to use both software and hardware-backed controls; they
indicate that hardware-backed controls are more reliable and engender more trust, but nevertheless indicate
similar intent to use software-backed features. Participants also expressed lower intent to use and lower
perceived reliability for features using audio heuristics or jamming.

4.4 Limitations of Privacy Features

For most privacy features, learning more about the limitations caused participants to indicate they were less
likely to use the feature, consider it reliable, or trust the device (Figure 3). However, participants considered
hardware-backed features more reliable after seeing text mentioning the lack of reliability limitations.

4.4.1 Software-Backed Features. The tradeoffs of the software-backed features were often not initially obvious
to participants: many participants did not mention any limitations at all or mentioned incorrect limitations when
we asked them after first presenting the feature.
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After we described the limitations, participants indicated lower intent to use the software mute control (OR =
0.22, p < 0.001), considered it less reliable (OR = 0.15, p < 0.001), and trusted it less (OR = 0.17, p < 0.001). These
effect sizes correspond to a 18% probability that participants would indicate lower intent to use for the software
mute control, 13% probability they would consider it less reliable, and 15% probability they would trust a device
with a software mute control less. In the free-text responses, there was some divergence between responses about
intent to use and trust, such as a participant who said “I would still use it but I wouldn’t trust it” (P428).

The reduction in intent to use and reliability was even more pronounced for the indicator light. Initially, in their
text responses, many participants did not volunteer any limitations. When we mentioned that it might be possible
for the microphone to turn on (and the light indicating the microphone is muted to turn off) without the user
noticing it, participants were more likely to indicate the feature was less reliable than the baseline (OR = 3.05,
p < 0.001). Likewise, participants indicated they would use the indicator light less often (OR = 2.97, p < 0.001).
Even with information about those tradeoffs, however, participants still ranked the indicator light more favorably
than most controls, with 65% agreeing that they would use it, compared to 70% for the software mute control.

Similarly, for the activity history screen, intent to use similarly decreased compared to the baseline (OR = 2.31,
p =0.002), again suggesting that the limitations of software-backed features are not always initially understood,
though with less strong of an effect than the indicator light. Among the sampled text responses, some indicated
that the limitations were not a problem for them, such as one participant who said that “Software bugs are to be
expected in any technology.” (P370).

4.4.2 Hardware-Backed Features. In contrast, information about the limitations of the hardware-backed features
(hardware mute control and wireless microphone) had a smaller impact on responses. The functionality limitation
for both features mentioned that you need to walk up to the device to turn the microphone on and off. Somewhat
surprisingly, this description did not seem to sway participants. For the hardware mute control, some participants
indicated they would be less likely to use the feature (23 responses), but almost as many indicated they would be
more likely (24 out of a total of 169 responses).

The vast majority of participants considered the hardware mute control reliable, both before (69%) and after
(75%) we displayed the text discussing limitations (which mentioned that the hardware control should always
work). With respect to intent to use, the baseline agreement was already high (69% of participants), and on
balance the information about the limitations did little to change participants’ responses. These trends were
reflected in our models as well: compared to explaining the limitations of the baseline software mute control,
explaining limitations of hardware devices was less likely to cause a decreased belief in reliability (OR = 0.21,
p < 0.001) and trust (OR = 0.38, p = 0.005). Similarly, responses for the wireless microphone also indicated a
lower decrease in reliability (OR = 0.30, p < 0.001) and trust (OR = 0.43, p = 0.008).

Trust in devices with a hardware mute control also increased (56% to 60% of participants), in contrast to all
other features, where trust decreased. As before, a minority of participants expressed distrust in the hardware
mute control, and our statement that the control does not have reliability limitations did not always sway their
opinions. P451, for example, mentioned that “I have a feeling that the company still somehow has a way to switch
it off and listen in regardless of the actual hardware switch.”

4.4.3 Audio Heuristics and Jamming. Responses to information about the limitations of non-traditional privacy
features (jammer accessory and jammer wristband) were similar to other software-backed features: intent to
use, reliability, and trust all decreased, but there was not a statistically significant difference in this effect from
the baseline software mute control. More responses considered the loudness detection feature less reliable, and
participants expressed concern about false positives and negatives.

All three of the audio heuristics and jamming features started with a lower baseline level of intent to use,
reliability, and trust: before we displayed the limitations, only 46%, 50%, and 38% of participants said they would
use the loudness detection feature, jammer accessory, and jammer wristband, respectively, compared to 72% who
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would use the software mute control. There was not a statistically significant difference in the change in intent
to use compared to the software mute control. This may suggest that participants understood these features’
functionality and reliability tradeoffs to a similar degree as those of currently-available features, but did not feel
that they have a use case for these features.

Participants’ text responses indicated some, but not universal, understanding of the tradeoffs for these features.
For the jammer accessory and wristband, about half of responses mentioned a specific limitation, with the most
common being that it impacts product functionality, e.g., it “may disturb phone calls” (P238) or cause issues “if a
burglar wore one” (P52). In contrast, only a few sampled responses for the software mute control mentioned a
concern with the feature limiting the functionality of the device. Similarly, for the loudness detection feature,
about half of participants mentioned reliability concerns, such as “[not] picking up soft speaking people” (P176)
or listening all the time “if have a normally loud voice” (P141). Participants’ intent to use the loudness detection
feature decreased further than the baseline (p = 0.004).

4.4.4 Other Factors. We additionally observed that perceived reliability of the privacy features decreased more
for smart displays (OR = 2.03, p = 0.018) and smart indoor cameras (OR = 3.28, p < 0.001) than for the baseline
smart speaker, and more for Amazon (OR = 1.73, p = 0.002) products than for the fictional Sustios device. On the
other hand, device ownership did not have a statistically significant impact on responses.

Finding 3: The impact of conveying limitations varied by feature. After being told of their limitations,
participants expressed lower intent to use, perceived reliability, and trust for software-backed features and
for audio heuristics/jamming features. Participants considered hardware-backed features more reliable, but
did not indicate significantly higher intent to use those features.

5 Discussion

In this section, we summarize the results of our study, and then discuss the implications of our findings for the
design of privacy features for smart-home sensor products.

5.1 Factors Impacting Trust in Smart-Home Sensor Products

Participants showed a general distrust in how companies and smart-home devices handle data. However, par-
ticipants who owned a similar smart-home sensor product expressed higher trust, echoing prior work [20, 73].
Contrary to our expectations and prior work [34], device brand did not have a significant impact. Intent to use
privacy features and trust were somewhat decoupled, with participants expressing similar intent to use hardware-
and software-backed privacy features, but indicating more trust in products with hardware controls.

Hardware-backed features induce the most trust. Based on participants’ responses to our survey, hardware mute
controls increase users’ trust in smart-home products the most. Many participants (60%) agreed that they would
trust the product if it had a hardware mute control. Participants also ranked hardware mute controls highly
in terms of reliability (highest among all controls) and intent to use (second highest). However, a minority of
participants (9%) expressed that they did not trust the hardware mute control to work reliably, even after we
mentioned in the survey that it should always work as intended. Prior work also observed the same sentiment [41].

Software-backed features provide balance between reliability and usability. The software mute control, indicator
light, and activity history screen all ranked highly in terms of intent to use (65% to 70% of responses indicating
agreement). As expected, the software-backed features were not considered as reliable as the hardware-backed
ones, and these features increased trust in the smart-home products less the hardware mute control. However,
the high rankings for intent to use suggest that the features provide value to users.
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Research solutions fit some use cases, but not home IoT environments. While prior work studying prototype
privacy features found that they increased users’ perceptions of privacy [19, 49], in our study, participants
were more critical of these features. It is possible that in-person use of the features helps people trust that they
are working as intended (at least while the user is testing the feature), and future work should consider how
these more complex features are best explained to users. Regarding the jammer devices, a few participants were
concerned about more devices being jammed than intended (e.g., disabling their cell phone when they want to
make a phone call). This behavior may be desired in some use cases, such as at a vacation rental where users may
be concerned about hidden recording devices. However, in the home IoT context, devices that jam all microphones
may be undesired; solutions targeted at a single device may be more appropriate. The wireless microphone,
in contrast, has a hardware guarantee that the microphone is only on when the user expects it to be [22]. As
expected, participants considered the wireless microphone to be more reliable than the jammer devices. However,
responses about intent to use and trust were similar to responses for the jammer devices. With respect to the
loudness detection feature [49], participants expressed concerns that the feature, intended to filter audio so a
voice assistant would only be triggered with a louder-than-normal voice, would not function as expected.

5.2 Recommendations

Similar to prior work [22], we believe that the goals of privacy features should be to make products more
trustworthy and trusted. Participants’ responses to our study suggest that privacy features and data handling
practices need to be verifiable to meet these goals of being trustworthy and trusted. We discuss recommendations
for device manufacturers, researchers, and regulators based on our findings.

Improve transparency around privacy features’ limitations (device manufacturers, researchers, regulators, consumer-
protection and advocacy groups). Our results suggest that the reliability tradeoffs of software-backed features
are not obvious to users. Disclosures by device manufacturers [33] increase transparency, but our work shows
that feature-specific details, not just general information about the device, matter. Additionally, the disclosures
may have nuances that are not obvious to users; for example, documentation for the Amazon Echo mentions
that when the microphones are turned off, the device’s circuitry ensures that the red indicator lights turn on [9].
However, no claim is made about any hardware guarantees for the microphone mute button, and third-party
audits suggest that the device can turn the microphones back on at any time [25]. Future work should explore
how to communicate the tradeoffs of privacy features to ensure users do not make incorrect assumptions about
what guarantees a feature provides or underestimate potential risks such as software bugs or hardware failures.
While device manufacturers could add more detail to their companion mobile apps, other mechanisms such as
privacy dashboards or ambient lighting [68] may be more effective.

Provide verifiable privacy assurances (device manufacturers). Our study found that many people have a general
distrust in how all companies handle data, a finding also observed in prior work [66]. A portion of participants
were not satisfied by any of the privacy features we presented: 47 of 489 did not consider any of the features
they saw to be reliable; among those participants, 85% indicated at the beginning of the survey that they did not
trust the device to protect their privacy. Future work should explore how to build trust in smart-home products
through other means, such as independent verification of privacy practices and clearer communication about
how data is used and shared. Other work has found that consumers are willing to pay for increased privacy
and security in IoT devices, and that a “nutrition label” can more clearly communicate privacy practices [29].
Ongoing efforts such as the U.S. Cyber Trust Mark [18] may encourage more third-party privacy and security
audits, which have the potential to address some of the concerns participants raised in our survey.

Evaluate real-world usage of privacy features (researchers). In our study, 68% of participants expressed agreement
or strong agreement with the statement that they would use a hardware mute control. Participants who own one
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of the products discussed in our survey, which commonly have have hardware mute controls, expressed equally-
strong agreement (66%). In contrast, in a previous study, only two out of seventeen interviewed smart-speaker
users used the mute button, and neither user fully trusted it [41]. In another study, only 5% of smart speaker
users reported using the mute button [45]. As these prior studies were conducted in 2018-2019, it is possible that
familiarity with hardware mute controls and other privacy features has increased over time. It is additionally
possible that even with our study design intended to have people consider the usability tradeoffs of the hardware
mute control, participants still overstate their intent to use the control. As such, we recommend that future work
explore strategies to measure actual usage of privacy features in smart-home sensor products.

Improve security guarantees of software-backed privacy features (device manufacturers, researchers). Participants
indicated high intent to use software-backed features, but expressed more trust in devices with a hardware mute
control. Future work should explore how to improve the security guarantees of software-backed features to
shrink this gap in trust. Numerous projects have explored ways to secure the sensor data processing pipeline
without changing the way users interact with the device. For example, De Vaere et al. prototyped an auditable
voice-activation pipeline using trusted execution environments [69], Warden et al. proposed running ML models
on sensor data on isolated microcontrollers [71], and Jin et al. placed more data processing on a local smart-home
hub [39]. Device manufacturers and researchers should explore how these techniques and others can be deployed
more widely. Building and deploying these systems may make smart-home sensor products more trustworthy as
they provide stronger security and privacy guarantees. However, if users do not understand how these systems
work, or make incorrect conclusions about the systems being more secure or insecure, they may not be trusted
by users. In our study, participants mentioned that they found privacy features that were “simple” to be reliable.
Novel systems using trusted execution environments or dedicated microcontrollers introduce new technical
complexity, and further work is needed to understand how to explain these systems to users.

Improve verifiability of add-on privacy features (researchers). The research community has developed add-
on privacy features and accessories, such as jammer devices, that can provide control without requiring the
underlying smart-home product to be modified. However, features that use audio heuristics or jamming have
some inherent unreliability. A few participants in our study mentioned that they would want to test the feature
themselves or have a trusted third party verify its reliability. Future work should consider how these features can
offer users ways to confirm they are functioning correctly (e.g., accurately blocking nearby microphones).

Verify software-backed features work as expected (regulators, consumer-protection and advocacy groups). More
participants indicated they would use software-backed features than indicated the features were reliable, suggest-
ing that consumers are willing to use the features that best fit their use case even if they are not fully reliable
or trusted. Consumers may be unwilling or unable to evaluate security risks and assess the software quality of
products they purchase. Regulators and consumer protection and advocacy groups should consider how to ensure
that implementations of software features meet best practices for ensuring reliability, such as by developing
minimum security standards, IoT nutrition labels, or testing infrastructure [13, 18, 26].

6 Conclusion

Microphones and cameras in smart home products introduce privacy risks. To address those risks and users’
concerns, device manufacturers and researchers have developed a variety of privacy features to provide additional
transparency and control. In this paper, we evaluated the extent to which these privacy features contribute to trust
in smart-home sensor products. Participants’ responses to our survey suggest that people trust products which
offer verifiable privacy assurances; in particular, hardware mute controls are the most effective at increasing
trust in smart-home sensor products. However, participants also expressed distrust in how all companies handle
data, and a portion of participants were not satisfied by any of the privacy features we evaluated. These results
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suggest that there is no single factor that makes a smart home product trustworthy, and that manufacturers and
researchers should explore how to make privacy features more secure and verifiable.
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A Survey Instrument

Part 1: Device privacy concerns and trust
Suppose [brand] is introducing a new [device].

The product supports the following features: [Description of one randomly-selected device type is shown. See
Appendix B for possible descriptions.]

Based on your existing knowledge of smart home products, [brand], [device] products, and the information
provided about this [brand] [device], please answer the following questions.

Which of these choices best describes how you feel about how [device] products in general collect, store and use
information? (Concern-DeviceType: 5-point scale, Not at all concerned to Very concerned)

Which of these choices best describes how you feel about how [brand] products collect, store and use information?
(Concern-Brand: 5-point scale, Not at all concerned to Very concerned)

I would trust this [brand] [device] to only collect data (e.g. audio recordings) when appropriate. (Trust-Collect:
5-point scale, Strongly agree to Strongly disagree)

I would trust this [brand] [device] to use and share data it collects appropriately. (Trust-Use: 5-point scale, Strongly
agree to Strongly disagree)

I would trust this [brand] [device] to protect my privacy. (Trust-Device: 5-point scale, Strongly agree to Strongly
disagree)

What considerations contribute to how much you would trust this [brand] [device]? (Free response)
Part 2: Privacy features
[Repeated three times with a different randomly-selected privacy feature.]

To address privacy concerns with smart devices, a number of technologies have been developed to give you more
control and transparency when the [device]’s sensors are on.

We will show you a number of technologies that you could use to better understand and control about how and
when this [brand] [device] records you.

[Description of one randomly-selected privacy feature is shown. See Appendix C for possible descriptions.]
Which technology is this section about? (Multiple choice, comprehension check question)
Think about how you could use this [feature] with a new [brand] [device] product.

I would use the [feature] with a [brand] [device]. (WouldUse-Feature: 5-point scale, Strongly agree to Strongly
disagree)

Please explain why you would or would not use the [feature]. (Free response)
I trust that the [feature] would work reliably. (Reliable-Feature: 5-point scale, Strongly agree to Strongly disagree)
Please explain why you do or do not trust that the [feature] would work reliably. (Free response)

Given I could use the [feature] with this product, I would trust that this [brand] [device] protects my privacy.
(Trust-Device: 5-point scale, Strongly agree to Strongly disagree)
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Do you think the [feature] has any limitations (e.g. or you would lose some of the [device]’s functionality by
using it)? (Free response)

Privacy-protective technologies often have limitations that impact the usability of [device] products. In this
section, we will discuss some of the limitations with this [feature].

[Description the limitations of the previously-shown privacy feature is shown. See Appendix C for possible descriptions.]

Knowing these limitations, I would use the [feature] with a [brand] [device]. (WouldUse-Feature: 5-point scale,
Strongly agree to Strongly disagree)

Please explain why you would or would not use the [feature], knowing these limitations. (Free response)

Knowing these limitations, I trust that the [feature] described would work reliably. (Reliable-Feature: 5-point scale,
Strongly agree to Strongly disagree)

Please explain why you do or do not trust that the [feature] would work reliably, knowing these limitations. (Free
response)

Given the limitations of using the [feature], I would trust that this [brand] [device] protects my privacy. (Trust-
Device: 5-point scale, Strongly agree to Strongly disagree)

Part 3: Device ownership and demographics

Which types of smart home products do you own?

e Smart speaker (e.g. Amazon Echo)

e Smart display (e.g. Google Nest Hub)

e Smart camera (e.g. Wyze Cam)

o Other smart home products (e.g. smart light bulb)
e 1 do not own any smart home products

Which brands of smart home products do you own?

e Amazon
e Google
e Apple

e Other

What is your age?

18-24 years
25-34 years
35-44 years
45-54 years
e 55-64 years
® 65 years or older
e Prefer not to say

How would you describe your gender? (Man, Woman, Non-binary, Prefer to self-describe (text entry), Prefer not to
say)
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What is the highest level of education you have completed?

e Some high school

e High school diploma or equivalent

e Some college

o Trade, technical, or vocational training
e Associate degree

e Bachelor’s degree

e Master’s degree

e Professional degree

e Doctoral degree

e Prefer not to say

Which of the following best describes your educational background or job field?

e [ have an education in, or work in, the field of computer science, engineering, or IT.
o I do not have an education in, or work in, the field of computer science, engineering, or IT.
e Prefer not to say

After this research is completed, we plan on publishing anonymized responses to this survey (including multiple
choice and free-response questions) from participants who agree to have their data published. Do you agree to
have your anonymized responses to this survey posted publicly? Your compensation will not be impacted by
your response to this question.

o [ agree to have my anonymized responses posted publicly
e Do not post my responses publicly
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B Device Descriptions

The device descriptions were written to be similar across device types while mentioning key features that use the
cameras and microphones on the products.

Participants saw a bulleted list with all the items for a single device type, regardless of the brand and device
they saw. Where possible, we used the same features and similar wording across device types.

Table 4. Device descriptions

Smart speaker

Smart display

Smart indoor camera

Voice assistant: the device listens
for when you say a wake word, let-
ting you ask the device questions
about the weather, automate your
home, and more.

Sound detection: the device listens
for smoke alarms or breaking glass,
letting you know if there is an issue
in your home.

Smart home integration: you can
control all popular brands of smart
home accessories, so you can ask
the device to turn on the lights or
change the thermostat.

Smart assistant: the device listens
for when you say a wake word, let-
ting you ask the device questions
about the weather, automate your
home, and more.

Person identification: the device
looks to see if a recognized user is
nearby, and shows your calendar if
it detects you.

Sound detection: the device listens
for smoke alarms or breaking glass,
letting you know if there is an issue
in your home.

Smart home integration: you can
control all popular brands of smart
home accessories, so you can ask
the device to turn on the lights or
change the thermostat.

Video recording: records video
when a person or pet is detected.

Person identification: if the person
or pet in front of the camera has
been seen before, the camera can
send a notification to its owner say-
ing who was detected.

Sound detection: the device listens
for smoke alarms or breaking glass,
letting you know if there is an issue
in your home.

Smart home integration: The cam-
era can be viewed and controlled
with all major smart home plat-
forms.
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Participants were presented with the description of the privacy feature, answered questions about the feature,
then presented with the description of limitations and answered additional questions. This portion of the study
used a within-subjects design where participants were randomly assigned to review three of the eight features.

Table 5. Privacy feature descriptions

Feature

Description

Limitations

hardware
mute
control

software
mute
control

indicator

light

Some devices have a hardware mute control,
such as a switch or button that lets you control
whether the [cameras and] microphones are on.
This switch, which cannot be accessed or con-
trolled remotely, makes the sensors completely
inoperable.

When you want to disable the [cameras and] mi-
crophones, you have to walk up to the [device]
and toggle the control, which will disconnect
power to the sensors.

Suppose that this [brand] [device] has a hard-
ware mute control.

Some devices have a software mute control
that you can operate using a mobile app. Using
this app, you can easily turn the [cameras and]
microphones on and off. You also can create home
screen widgets and shortcuts to make it easy to
control the sensors, and set automatons to have
them turn on and off on a schedule.

When you want to turn off the [cameras and]
microphones on your [device], you can open the
app and turn off the sensors, which will tell the
device to stop listening.

Suppose that this [brand] [device] has a software
mute control.

Some devices have indicator light that ensures
you can tell whether the [cameras and] micro-
phones are on by looking at the device. The device
is wired so that power is provided either to the
dedicated red light on the device or to the device’s
[cameras and] microphones, but not both at the
same time. That means it’s physically impossible
for the sensors and the red light to be on at the
same time.

Suppose that this [brand] [device] has an indica-
tor light.

Functionality: If you turn off the [cameras and]
microphones using the hardware control, then
you cannot interact with this [brand] [device].
So, if you turned off the sensors because you
were concerned about the smart device recording
when you were on a Zoom meeting, you wouldn’t
be able to use the device until you walked over
to it and turned the sensors back on.

Reliability: The hardware mute control does not
have a reliability limitation and should always
work.

Functionality: If you want to turn the [cameras
and] microphones back on, you have to tap a but-
ton on your phone or set an automation to turn
it on.

Reliability: The software mute control should al-
most always work, but software bugs or vulner-
abilities may prevent the control from working
reliably.

Functionality: The light accurately reflects
whether the sensors are on, but if the sensors
are turned on by another person or due to a soft-
ware bug, you might not notice the light is turned
off and the [cameras and] microphones are on
again.

Reliability: The indicator light should always
work, but software bugs or vulnerabilities could
cause the sensors to be turned on unexpectedly.
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Table 5. Privacy feature descriptions (continued)

Feature

Description

Limitations

jammer
acces-
sory

jammer
wrist-

band

wireless
micro-

phone

Researchers have created a jammer accessory
that can be placed near a [device] and controlled
using an app on your phone. You can use this
jammer to disable the microphones on nearby
smart devices, so you don’t have to trust that the
privacy controls on the [device] are working as
designed.

When the device is turned on, it blocks the micro-
phones on the nearby smart device using inaudi-
ble ultrasonic noise. When you want to disable
nearby microphones, you can use the app on your
phone to turn on the jammer, which will prevent
the microphones from hearing you.

Suppose that you can use a jammer accessory
with this [brand] [device].

Researchers have created a jammer wristband
that you can wear. You can wear this wristband
to prevent all nearby microphones from hearing
you, so you don’t have to that the privacy con-
trols on the [device] are working as designed.
When the wristband is turned on, it blocks the
microphones on nearby smart devices using in-
audible ultrasonic noise.

Suppose that you can use a jammer wristband
with this [brand] [device].

Researchers have created a wireless micro-
phone that you can turn on and off by opening
and closing a hinge, like a very small laptop com-
puter. When you interact with the microphone
by opening the hinge, it is wirelessly powered
and turns on.

When you want to have a [device]’s microphones
enabled, you can go up to the wireless micro-
phone, open it, and talk to the product.

Suppose that you can use a wireless micro-
phone with this [brand] [device].

Functionality: If you want to unblock the micro-
phones, you have to tap a button on your phone
or set an automation to disable the jammer.
Reliability: When operated as designed, the jam-
mer accessory should almost always work, but
software bugs or vulnerabilities may prevent the
control from working reliably.

Functionality: If you want to unblock the micro-
phones, you have to tap a button on your phone
or set an automation to disable the jammer.
Reliability: When operated as designed, the jam-
mer wristband should almost always work, but
software bugs or vulnerabilities may prevent the
control from working reliably.

Functionality: If you want to turn on the micro-
phone, you have to walk up to it and open the
hinge, which could be inconvenient.

Reliability: The wireless microphone does not
have a reliability limitation and should always
work.
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Table 5. Privacy feature descriptions (continued)

Feature

Description

Limitations

activity
history
screen

loudness
detec-
tion
feature

Some devices have a activity history screen
that you can view using a mobile app. Using this
app, you can easily turn the [cameras and] mi-
crophones on and off. You also can create home
screen widgets and shortcuts to make it easy to
control the sensors, and set automatons to have
them turn on and off on a schedule.

When you want to view when the [cameras and]
microphones on your [device] are used, you can
open the app and look at the activity history and
review recordings of the sensor data.

Suppose that this [brand] [device] has a activity
history screen.

Researchers have proposed a loudness detec-
tion feature that would be built into [device]
products. With this feature enabled, the device
will only think you are interacting with it if the
microphones hear you talking louder than nor-
mal speech, so normal conversations won’t be
recorded.

Suppose that this [brand] [device] has a loud-
ness detection feature.

Functionality: If you want to audit the [device]’s
use of its [cameras and] microphones, you have
to review the activity log and consider when you
used the device to determine whether the product
is using its sensors as expected.

Reliability: The activity history screen should
almost always work, but software bugs or vul-
nerabilities may prevent the app from working
reliably.

Functionality: If you want to interact with the
[device] you have to speak louder than normal
for it to hear you.

Reliability: The loudness detection feature should
almost always work, but software bugs or vulner-
abilities may cause the device to record when you
are speaking quietly.
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D Detailed Regression Results
D.1 Device Factors

For the device-specific response variables (Concern-Device, Concern-Brand, Trust-Collect, Trust-Use, and Trust-
General), we used a Cumulative Link Mixed Model to determine correlation with increased concerns and trust.
An estimate > 0 indicates that the factor is associated with higher agreement. The odds ratios indicate the
(multiplicative) change in the odds of agreement, i.e., an odds ratio of 0.259 for a factor indicates that the odds of
agreement are 25.9% of the odds of agreement with the baseline.

Table 6. Regression results for Concern-Device (“Which of these choices best describes how you feel about how [device]
products in general collect, store and use information?”).

Factor Baseline B Odds Ratio  Std. Error z p
Threshold: 1|2 — -3.123 - 0.283 -11.026 < 0.001
Threshold: 2|3 — —1.478 - 0.255 —=5.800 < 0.001
Threshold: 3|4 - —0.373 - 0.248 —1.505 0.132
Threshold: 4|5 - 1.145 — 0.258 4444 < 0.001
Device: Sustios display =~ Sustios speaker —0.054 0.948 0.276  —0.195 0.845
Device: Sustios camera  Sustios speaker ~ 0.088 1.092 0.272 0.325 0.745
Device: Amazon speaker Sustios speaker  0.252 1.287 0.279 0.904 0.366
Device: Apple speaker Sustios speaker  0.365 1.441 0.284 1.287 0.198
Device: Google speaker ~ Sustios speaker ~ 0.215 1.240 0.291 0.741 0.459
Device owner Non-owner —1.348 0.260 0.197 -6.831 < 0.001

Table 7. Regression results for Concern-Brand (“Which of these choices best describes how you feel about how [brand]
products collect, store and use information?”).

Factor Baseline p Odds Ratio  Std. Error z p
Threshold: 1|2 — -3.014 - 0.282 -10.680 < 0.001
Threshold: 2|3 - —1.358 - 0.249 —-5.447 < 0.001
Threshold: 3|4 - —0.338 - 0.243 -1.39%4 0.163
Threshold: 4|5 - 0.980 — 0.249 3.936 < 0.001
Device: Sustios display ~ Sustios speaker —0.079 0.924 0.277  —0.284 0.776
Device: Sustios camera  Sustios speaker ~ 0.008 1.008 0.273 0.031 0.976
Device: Amazon speaker Sustios speaker ~ 0.433 1.542 0.283 1.528 0.126
Device: Apple speaker Sustios speaker  0.274 1.316 0.283 0.969 0.333
Device: Google speaker  Sustios speaker  0.484 1.623 0.286 1.695 0.090
Device owner Non-owner —1.094 0.335 0.193  -5.659 < 0.001
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Table 8. Regression results for Trust-Collect (“I would trust this [brand] [device] to only collect data (e.g. audio recordings)
when appropriate”).

Factor Baseline B Odds Ratio  Std. Error z p
Threshold: -2|-1 - —0.780 — 0.254 —3.069 0.002
Threshold: -1|0 - 0.906 — 0.253 3.581 < 0.001
Threshold: 0|1 — 1.746 - 0.261 6.696 < 0.001
Threshold: 12 — 3.768 - 0.308 12.238 < 0.001
Device: Sustios display =~ Sustios speaker  0.434 1.543 0.275  1.580 0.114
Device: Sustios camera  Sustios speaker  0.607 1.835 0.280  2.169 0.030
Device: Amazon speaker Sustios speaker —0.083 0.921 0.279 —0.297 0.767
Device: Apple speaker Sustios speaker ~ 0.427 1.532 0.282  1.514 0.130
Device: Google speaker  Sustios speaker —0.133 0.876 0.298 —0.445 0.656
Device owner Non-owner 1.168 3.215 0.199  5.857 < 0.001

Table 9. Regression results for Trust-Use (“l would trust this [brand] [device] to use and share data it collects appropriately.”).

Factor Baseline B Odds Ratio  Std. Error z p
Threshold: -2|-1 — —0.798 — 0.249 -3.207 0.001
Threshold: -1|0 — 0.937 — 0.249 3.770 < 0.001
Threshold: 0|1 - 1.806 — 0.258 7.008 < 0.001
Threshold: 1|2 - 3.816 — 0.310 12.297 < 0.001
Device: Sustios display ~ Sustios speaker ~ 0.492 1.636 0.272 1811 0.070
Device: Sustios camera  Sustios speaker  0.461 1.586 0.277  1.669 0.095
Device: Amazon speaker Sustios speaker —0.380 0.684 0.283 —1.346 0.178
Device: Apple speaker Sustios speaker  0.276 1.318 0.280  0.986 0.324
Device: Google speaker  Sustios speaker —0.182 0.834 0.297 -0.613 0.540
Device owner Non-owner 1.127 3.087 0.199  5.673 < 0.001

Table 10. Regression results for Trust-General (“I would trust this [brand] [device] to protect my privacy”).

Factor Baseline p Odds Ratio  Std. Error z p
Threshold: -2|-1 — —0.543 — 0.248 —2.187 0.029
Threshold: -1/|0 - 1.050 — 0.253 4.147 < 0.001
Threshold: 0|1 - 2.051 — 0.265 7.736 < 0.001
Threshold: 12 — 3.561 - 0.298 11.961 < 0.001
Device: Sustios display ~ Sustios speaker  0.269 1.309 0.269  1.002 0.317
Device: Sustios camera  Sustios speaker  0.624 1.866 0.281  2.223 0.026
Device: Amazon speaker Sustios speaker —0.293 0.746 0.284 —1.032 0.302
Device: Apple speaker Sustios speaker  0.388 1.473 0.284  1.364 0.172
Device: Google speaker  Sustios speaker —0.282 0.754 0.293 —0.962 0.336
Device owner Non-owner 1.274 3.575 0.203  6.288 < 0.001
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D.2  Privacy Features

For WouldUse-Feature and Reliable-Feature, we used a Cumulative Link Mixed Model to determine correlation
with higher agreement with the respective reaction statements. An estimate > 0 indicates that the factor is
associated with higher agreement with the reaction statement. The odds ratios indicate the (multiplicative)
change in the odds of agreement.

For Trust-Device, we used a logistic regression to determine correlation with higher agreement with the
respective reaction statements. Our response variable (boolean) was whether agreement with the reaction
statement about trust in the smart-home product increased compared to the participant’s response to a similar
question before any privacy features were described. An estimate > 0 indicates that the factor is associated with
an increase in agreement with the reaction statement.

”»

Table 11. Regression results for WouldUse-Feature (“I would use the [feature] with a [brand] [device]).

Factor Baseline B OddsRatio Std. Error z p
Threshold: -2|-1 — —2.695 - 0.258 -10.426 < 0.001
Threshold: -1|0 — -1.356 - 0.248 —-5.473 < 0.001
Threshold: 0|1 - —0.728 - 0.245 -2.977 0.003
Threshold: 1|2 — 1.536 - 0.249 6.165 < 0.001
Feature: indicator light Software mute  —0.310 0.733 0.208  —1.492 0.136
Feature: activity history screen = Software mute = —0.246 0.782 0.207  -1.187 0.235
Feature: hardware mute control Software mute 0.338 1.402 0.215 1.568 0.117
Feature: wireless microphone Software mute  —1.020 0.361 0.205 —4.968 < 0.001
Feature: loudness detection Software mute  —1.505 0.222 0.212  -=7.097 < 0.001
Feature: jammer accessory Software mute  —1.240 0.290 0.211  —-5.885 < 0.001
Feature: jammer wristband Software mute —1.574 0.207 0.214 -7.353 < 0.001
Device: Sustios display Sustios speaker —0.030 0.971 0.220  -0.135 0.893
Device: Sustios camera Sustios speaker —0.240 0.787 0.219 -1.094 0.274
Device: Amazon speaker Sustios speaker  0.082 1.085 0.225 0.363 0.717
Device: Apple speaker Sustios speaker —0.069 0.933 0.223  —0.309 0.757
Device: Google speaker Sustios speaker —0.050 0.951 0.228  —0.221 0.825
Trust-General: Agree Non-agree 0.567 1.763 0.148 3.833 < 0.001
Device owner Non-owner 0.072 1.075 0.154 0.470 0.638
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Table 12. Regression results for Reliable-Feature (“I trust that the [feature] would work reliably.”).

Factor Baseline B Odds Ratio  Std. Error z P
Threshold: -2|-1 - —2.488 — 0.293 —-8.490 < 0.001
Threshold: -1/0 - —-0.750 — 0.280 —2.682 0.007
Threshold: 0|1 - 0.635 — 0.278 2.285 0.022
Threshold: 12 - 3.769 — 0.303 12.437 < 0.001
Feature: indicator light Software mute  —0.330 0.719 0.218 -1.512 0.130
Feature: activity history screen  Software mute —0.118 0.888 0.219 —0.540 0.589
Feature: hardware mute control Software mute 1.679 5.362 0.234  7.173 < 0.001
Feature: wireless microphone Software mute 0.858 2.358 0.219 3915 < 0.001
Feature: loudness detection Software mute  —1.204 0.300 0.220 —5.473 < 0.001
Feature: jammer accessory Software mute  —0.515 0.597 0.215 -2.401 0.016
Feature: jammer wristband Software mute  —0.584 0.558 0.218 —2.682 0.007
Device: Sustios display Sustios speaker —0.257 0.773 0.264 —0.973 0.331
Device: Sustios camera Sustios speaker —0.565 0.568 0.262 —2.154 0.031
Device: Amazon speaker Sustios speaker —0.422 0.656 0.269 —1.568 0.117
Device: Apple speaker Sustios speaker  0.065 1.067 0.267  0.242 0.808
Device: Google speaker Sustios speaker —0.233 0.792 0.276  —0.845 0.398
Trust-General: Agree Non-agree 1.571 4.810 0.182  8.607 < 0.001
Device owner Non-owner 0.696 2.005 0.185 3.761 < 0.001

Table 13. Regression results for Trust-Device (“Given | could use the [feature] with this product, | would trust that this
[brand] [device] protects my privacy.).

Factor Baseline B Odds Ratio  Std. Error z p
Intercept — —1.450 0.235 0.709 —2.046 0.041
Feature: indicator light Software mute 0.330 1.391 0.405  0.815 0.415
Feature: activity history screen  Software mute 0.213 1.237 0.400  0.532 0.595
Feature: hardware mute control Software mute 2.057 7.822 0.430 4.785 < 0.001
Feature: wireless microphone Software mute 0.987 2.683 0.396  2.492 0.013
Feature: loudness detection Software mute = —1.314 0.269 0.445 -2.952 0.003
Feature: jammer accessory Software mute 0.295 1.343 0.395  0.748 0.455
Feature: jammer wristband Software mute 0.270 1.310 0.409  0.660 0.509
Device: Sustios display Sustios speaker —0.565 0.568 0.747 —0.756 0.450
Device: Sustios camera Sustios speaker —1.582 0.206 0.746 —2.122 0.034
Device: Amazon speaker Sustios speaker ~ 0.979 2.662 0.748  1.309 0.191
Device: Apple speaker Sustios speaker —0.272 0.762 0.749 —0.363 0.717
Device: Google speaker Sustios speaker —0.542 0.582 0.776 —0.698 0.485
Device owner Non-owner —0.607 0.545 0.504 -1.205 0.228
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D.3 Limitations of Privacy Features

To model the impact of information about limitations, we used logistic regressions. Our response variable (boolean)
was whether the level of trust in the smart-home product, considering a given privacy feature and its limitations,
indicated a lower level of trust compared to the participant’s response when we initially described the privacy
feature. An estimate > 0 indicates that the factor is associated with a decrease in trust. The odds ratios indicate
the (multiplicative) change in the odds of a decrease, i.e., an odds ratio of 0.259 for a factor indicates that the odds
of a decrease are 25.9% of the odds of a decrease with the baseline.

Table 14. Regression results for change in WouldUse-Feature after limitations are shown.

Factor Baseline B Odds Ratio  Std. Error z P
Intercept — —1.524 0.218 0.301 -5.056 < 0.001
Feature: indicator light Software mute 1.089 2.973 0.270  4.035 < 0.001
Feature: activity history screen  Software mute 0.836 2.306 0.273  3.063 0.002
Feature: hardware mute control Software mute  —0.399 0.671 0.313 -1.274 0.203
Feature: wireless microphone Software mute 0.233 1.262 0.276  0.842 0.400
Feature: loudness detection Software mute 0.774 2.169 0.269  2.879 0.004
Feature: jammer accessory Software mute 0.346 1.413 0.279 1.240 0.215
Feature: jammer wristband Software mute 0.223 1.250 0.284  0.786 0.432
Device: Sustios display Sustios speaker  0.148 1.160 0.250  0.593 0.553
Device: Sustios camera Sustios speaker  0.023 1.024 0.251  0.093 0.926
Device: Amazon speaker Sustios speaker —0.331 0.718 0.264 -1.252 0.210
Device: Apple speaker Sustios speaker —0.257 0.773 0.263 —0.980 0.327
Device: Google speaker Sustios speaker  0.279 1.322 0.258  1.081 0.280
Trust-General: Agree Non-agree -0.121 0.886 0.170 -0.711 0.477
Device owner Non-owner —0.042 0.958 0.175 —0.242 0.809
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Table 15. Regression results for change in Reliable-Feature after limitations are shown.

Factor Baseline B Odds Ratio  Std. Error z P
Intercept — —1.913 0.148 0.340 —5.630 < 0.001
Feature: indicator light Software mute 1.116 3.052 0.272  4.095 < 0.001
Feature: activity history screen  Software mute 0.516 1.675 0.274 1.881 0.060
Feature: hardware mute control Software mute —1.574 0.207 0.375 —4.197 < 0.001
Feature: wireless microphone Software mute  —1.199 0.302 0.323 -3.713 < 0.001
Feature: loudness detection Software mute 0.177 1.193 0.274  0.645 0.519
Feature: jammer accessory Software mute 0.120 1.128 0.279  0.432 0.666
Feature: jammer wristband Software mute 0.001 1.001 0.283  0.002 0.999
Device: Sustios display Sustios speaker  0.709 2.031 0.299  2.366 0.018
Device: Sustios camera Sustios speaker ~ 1.188 3.280 0.294  4.035 < 0.001
Device: Amazon speaker Sustios speaker  0.952 2.592 0.300  3.169 0.002
Device: Apple speaker Sustios speaker  0.161 1.175 0.313  0.514 0.608
Device: Google speaker Sustios speaker  0.547 1.728 0.311  1.762 0.078
Trust-General: Agree Non-agree -0.224 0.799 0.192 -1.168 0.243
Device owner Non-owner -0.017 0.983 0.197 -0.088 0.930

Table 16. Regression results for change in Trust-Device after limitations are shown.

Factor Baseline B Odds Ratio  Std. Error z P
Intercept - -1.769 0.171 0.316 —5.589 < 0.001
Feature: indicator light Software mute 0.441 1.555 0.263  1.678 0.093
Feature: activity history screen  Software mute  —0.195 0.823 0.287 —0.680 0.497
Feature: hardware mute control ~Software mute —0.979 0.376 0.345 —2.837 0.005
Feature: wireless microphone Software mute  —0.833 0.435 0.315 -2.646 0.008
Feature: loudness detection Software mute  —0.595 0.551 0.304 -1.962 0.050
Feature: jammer accessory Software mute  —0.069 0.933 0.278 —0.250 0.803
Feature: jammer wristband Software mute  —0.042 0.959 0.279 -0.151 0.880
Device: Sustios display Sustios speaker  0.224 1.252 0.266  0.845 0.398
Device: Sustios camera Sustios speaker  0.467 1.596 0.260  1.801 0.072
Device: Amazon speaker Sustios speaker  0.191 1.210 0.270  0.707 0.480
Device: Apple speaker Sustios speaker —0.189 0.828 0.287 —0.660 0.509
Device: Google speaker Sustios speaker  0.057 1.058 0.282  0.201 0.841
Trust-General: Agree Non-agree -0.191 0.826 0.177 -1.080 0.280
Device owner Non-owner 0.259 1.296 0.190  1.363 0.173
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